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WEB APPLICATION FIREWALL

Benefits of a Web Application Firewall

Prevents Cross-

Distributed Site Scripting

Denial of Service

s1ga:ganuauua SRAN WAF avl

1. ooALUULWBrMHINATDVAULSULUWALABUHED S UTBATasaW:
2. ¥r91WuUs:ansNwila:AIUUanaAeuay TLS Certificate IRAUISUTBARVIUSULUU HTTP KD HTTPS
3. YogwuRNUUanaReludIuUDY Security Header uaatSulsd dodalud
- X-Frame-Options
- Strict-Transport-Security
- X-Content-Type-Options
- Referrer-Policy
- Permissions-Policy
- Content-Security-Policy
4. awwnsaldovriumsloudidulsa lastdgiudayanisloudoinnio OWASP ModSecurity Core Rule Set (CRS)
TagawsaUavniu laducalud
- SQL Injection (SQLi)
- Cross Site Scripting (XSS)
- Local File Inclusion (LFI)
- Remote File Inclusion (RFI)
- PHP Code Injection
- Java Code Injection
- HTTPoxy
- Shellshock
- Unix/Windows Shell Injection
- Session Fixation
- Scripting/Scanner/Bot Detection
- Metadata/Error Leakages
5. sopuSuMsTudadayanvi 1i310:10ulwdsumw, CSS, JavaScript lagdansa3hu Brotil MIRRIBUSANS
Bulsdlraavoyaldsoatsouindu
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6. awnsan Access List lagrmtRBulsdduids:uudiugud>aunudlannsalng (Authentication) tusUuuu
HTTP Basic Authentication fiautdni3ulsd soudivgoaluisanirua IP Address tumistdndivdulsald

7. @W1SOUSHKISYONMSWILLSUUSDLLDS (Web Browser) MIRUSN1sYaNsIAvnna:a:adn uazguaiuisatwuy
WlBvIU SOUGivNIsUsSuULCivans (Permissions) [Gogivoas:

8. aWw1snuUsKISYaMs Certificate TAtov 1J319:13 Certificate RvaZDUSASUN HEDD:IEUSMNS Free Certificate
9ns:uulaelduav Let's Encrypt IAWS 1a:5:UUGSDVSUNISH DNS Challenge AURIR DNS a9 tWarh
mMspouwnlawuncdaonsud Certficate (RaTulG 1319:1JurtiuSN1s DNS g Cloudflare, GoDaddly,
Namecheap t0udiu

9. szuulmsdatAuds:3ansiEoiu (Audit Log) upvurlgoiu

10. sDUSUMISAVUDLANISPSIDSADUWILODSIUNMISISENLTSUlBARSD UGS UTBA tusULuU Syslog protocol 1d

11. sovsSunisUsSuLiguLdan (Time Synchronization) Aunguanld [319:USULAgULDaIAUNIY
amuuuas3nguHuBIa (NIMT) tudiu

12. uanontduusmistusUuuu Cloud Service (WA SRAN Web Application Firewall (SRAN WAF)
gosavsunisaadiviuu On-Premise lagtdugUnsal Appliance K3 Server awuisadadoludifiugunsal
LIasguvuIa 19 0old saufivauisadadvaglusuuuu Virtual Machine 18

AtuaUUaIawWI:udv SRAN WAF

1. ¥oetRMIsUs:LOU TLS Certificate Wudulsd Qualys SSL Labs GA:uuugw (High Score)

Home Projects Qualys Free Trial Contact

@ Qualys. ssL Labs

HOW WELL DO
YOU KNOW SSL?

If you want to learn more about the
technology that protects the Internet,
you've come to the right place.
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Visit ur RapE for more i guides, and BoOKS. Known issues ans Gocumented hide,

This site works only in browsers with SNI support.
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2. goetnIsUs:LOU Security Header Wiuldulsd Security Headers GA:zuuugw

Security Headers About  API

oees

’ :i:iProbely
Scan your site now
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W Hide results « Follow redirects

Grand Totals Recent Scans Hall of Fame Hall of Shame
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Security Report Summary

Site-
IF Address:

Report Time:

Headers!

Warning:

Advanoed:

3. UovnunislouditusUuuuciioa lagtdgiudayasyuuumsloud (Signature) lun1sQsIDIUILASIEHRDIN
OWASP ModSecurity Core Rule Set (CRS) Atguiurunilan

owAspP
ModSecurity
Core Rule Set

THE 1 LINE OF DEFENSE

Home  Blog Wideos  Installstion  Documentstion  FAQ  Support  Donate  Sponsors  GitHub

The OWASPES ModSecurity Core Rule Set [CRS) is a set of generic attack
The CRS aims to protect web apphications From a

tectson rubes for use with ModSecurity or compatible web application Firewalls.

range of attacks, including the CWASP Top Ten, with  minimumn of false alerts. The CRS prevides

protection sgainst many commaon attack categosies, including:

SQL kjection (SQLY

Java Codé Injectian

4. TusalawuAidusns HEaUSUITUNSIWWA SoUTVUS:GNSMWIUNTSSDVSUMSIINIEUILUDVRLS
TosdashAaduagAugunsal (Hardware) Ko Cloud Service RgnMidanidviuusnisialag
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5. S:uuQSI9aDULEA Uptime uooldulsd dormitinsiudioidulsadiuniv (Origin Server) §0lRUSNSDE)
Lazauisaudoldouriiu E-Mail, Slack, Telegram, Line Notify 10udiu tunsedns:uudadanulSulsalula

8 Uptime Kuma
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6. Os:uudatnuanadayanmstiniGoudulsd
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7. sDuSUMISAQGVAVLLUU Hardware-Based, Software Based, Cloud-Based

WEB APPLICATION FIREWALL
Types of Web Application Firewalls

| 02 Software Based WAF
1 Functions same as the hardware-based WAF but
allows for increased flexibility with a lower

03 | Cloud-Based WAF
| Located entirely in the cloud and the
— service provider manages everything. ..

8. s:UUATRUSMSIUIESIUAUaNA1S18dU MIRIASUUSAsagLAUUS:AnSNW

Global Technology Integrated Co., Ltd.: 48/6 Soi Chaengwattana 14, Tungsonghong, Laksi, Bangkok 10210
I info@gbtech.coth R 029825454 & www.gbtech.co.th




