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(IT Security Monitoring and Log File Collection)
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- midmateyauuudalud@iiaszymaugUniniuuszuuiniatnunauRined (Automatic Identification Device)
- myAlenzduazimaluladlunisasaivanuiadnidoya (Detect and Analyzer)
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- MYleTEYayaITaTRauWILAaF(Log Analytic)
- madh@aaudTnmmslinudayanslussdns (Bandwidth Monitoring)
- madumdayanslinuluaiesnalwdsdn (Deep Search)
- MIVIMTIOMIAINTU 2L UAMULTDY (Vulnerability Management)
- maunuduiindeyainasneuiiiaaiiuazgdoundd (Log Record and Archive)
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SRAN Light LT50 Hybrid

AMANLANINAKA (Feature)
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3. MINATRTaYATIVTABNRIADS (Log Analytic)
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6. NIUINTTIANIAINSUSLIARANLTEY (Vulnerability

Management)
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IPv6 Checklist Report

Scan Date 2016-08-05 10:33:00

Total Scaned Devices 117 Devices

PG5 19-

Devices Support IPv6 22 Devices Support Devices
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Record and Archive)
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Urzlopdlunisfumuseuainuaznanigniziianuiae @i
mstAuTuiinfisu1sovinléuuy Hybrid $9 SRAN Luduaiiy
209M I3 BI AanTudayaaTnasneniaiaaiuuy Passive

mode uaz suFanguUnInianled

7.2 58493060 Log 37n AD (Active Directory) , Router / Firewall /
VPN ,Mail Server (Support Exchange , Lotus note) , DHCP , DNS,
SNMP , Radius Wi-Fi Controller Lag¥innsuenuazaIn1siiy Log
lasudadunaalildlandaludd sessumafviuiindaya
A e A o [ AN o o &
3719IADUNILADINLNLIVAINY Protocol ﬂlﬂnnuqﬂnimaamﬂu
Iidd’]uqma’mnﬁu 1321nN Modern SCADA system 3895V

Protocol DNP3, Mobus (Modicon Communication Bus) e

7.3 38950 SCP , sFTP uazn15 mount files log 31NLA389 8131
\iLLUUTINEUE (Centralization Log) wazdanuanunsalu Export
Data aentiielFlumsigaininangiu M3 Export Tayai3usmu
Falug Suuazidond

7.4 mufudufindayasnniivldaruiwiniuingvane

ade =

fnvue wiensdndasmsiiuinfamansnugeiuilunssari
IelanfsawdiiasSRAN Logger Module fir1uanasgs NECTEC
UFD.€oom.0 — w&o (NECTEC STANDARD NTS 4003.1-2560)
szuufingufindayaasas arw w.au. Adaenisnsziifa

Wgnuaaniataas 1 2560 Thunes
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hashing confidential files

File + SHA1 Size Date
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uazlmiunangiu (Log Audit)
8.1 MIALLUANAT Active Directory Login active / Login fail

8.2 NMILALLUANAY SSH Login active / Login fail
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6. WG Won. 1956-2553 uSAmFinaluladasawna Jadiasyanmsuniwing 1oldte 8 wwou 2562
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AMANLG SRAN Light LT50 Hybrid

Product

Capacity and Performance

LT50

*Custom depend on customer

1. Automatic Identification Device
1.1 Know Device / Unknown device
1.2 Approve device / Rogue Detection
1.3 BYOD : Desktop / Mobile

1.4 Inventory : Device / Software

Logs Capacity per Day 1GB
Current Counter (Session/Hour) 950,000
Normal Log Rate (Event/Second) 1,000

2. Detect and Analyzer

2.1 Attack Detection (Brute force, exploit)

2.2 Malware/Virus Detection

2.3 Botnet Detection

2.4 Behavior Data Leak Detection

2.5 Bittorent Detection

2.6 Anomaly Detection

2.7 Tor/Proxy Detection

2.8 HTTP / SSL Analyzer

2.9 APT (Advanced Persistent Threat) Detection

3. Log Analysis : Security Information Event Management

3.1 Threat intelligent correlation

3.2 Risk score

3.3 Risk Analyzer (High , Medium , Low)

3.4 Executive summary (Hour, Daily, Week, Monthly)

3.5 Compliance Thai Cyber law log correlation report (Hour, Daily,Week, Monthly)

4. Bandwidth Monitoring

4.1 Country / City monitoring (In-out organization)

4.2 Application Monitoring (Software bandwidth usage)

4.3 Social Network Monitoring (Facebook , Line ,Youtube , Pantip)
4.4 User Monitoring

5. Deep Search
5.1 Network Forensic Evident data
5.2 HR /Top Manager query sensitivity data

6. Vulnerability Management

6.1 Passive Vulnerability scanner (CVE check,SSL Heartbleed , Shellsock check invalid
cert MITM ,expired date SSL certification )

6.2 Active Vulnerability scanner (Malware , Sniffer , Broadcast)

6.3 IPv6 checklist
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AMANLG SRAN Light LT50 Hybrid

Product

7. Log Archive

7.1 Raw full data

7.2 Support AD (Active Directory)
7.3 Router / Firewall / VPN , Mail Server (Support Exchange ,Lotus note) , DHCP , DNS , v
SNMP , Radius Wi-Fi Controller

7.4 Log Archive more 90 Day

7.5 Integrity hashing confidential files

8. Log Auditor
8.1 Active Directory Login active / Login fail, SSH Login active / Login fail, Active Directory - v

user security check

9. Protection
9.1 Passive internet blocking v

9.2 Blacklist blocking

10. Malware Analytic

10.1 Files Integrity monitoring v ~
10.2 Analytic file with virustotal
11. Alert System : Email Alert (High Risk) v
ordwars pecifeaten [
Form Factor Desktop
Total Interfaces 4x1 GbE
Storage Capacity 250 GB

Safety Certifications CE, FCC
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